	SUBJECT: HIPAA – Sanction

STANDARD: As required by the HIPAA Security Regulations, Conway Regional must:

1. Establish a mechanism for the reporting of alleged violations of its Privacy and Security policies/procedures.

2. Prohibit retaliation against employees who report alleged violations.

3. Establish and enforce sanctions against employees, agents and contractors for proven violations.

4. Mitigate the effect of any violations.

REFERENCE: 
· 45CFR 164.308(a)(1) -- (ii)(C)

PURPOSE: To ensure that the regulatory requirements are met with respect to:

· Ensuring that employees feel secure in reporting alleged Privacy and Security violations.

· Ensuring that employees found guilty of violations are appropriately disciplined.

· Providing guidance in mitigating the effect of a violation.
· Establishing a formal Security Management Process that addresses the following requirements:

· Sanction Policy

PRINCIPLE:  It is the objective of Conway Regional to create, administer and over see policies and procedures that ensure the prevention, detection, containment and correction of security violations that occur at Conway Regional’s work locations.



	POLICY:  Conway Regional is committed to ensuring the privacy, confidentiality, integrity and availability of Protected Health Information (PHI), which includes electronic Protected Health Information (ePHI), and as such, will not tolerate violations of its Privacy and Security policies and procedures. It is the policy of Conway Regional to apply appropriate sanctions against workforce members who fail to comply with the organization’s security policies and procedures.  

This or any Sanction Policy implemented at Conway Regional must clearly state that sufficiently flagrant abuses of security may be regarded as gross misconduct, i.e. potentially grounds for dismissal, contract penalties, etc.  All policies must clearly state these points and be applied to all Conway Regional workforce members with access to ePHI in a fair, equal and consistent manner.

To achieve the objectives of this policy, the following implementation specifications are required:

Reporting Violations

· Employees are expected to report suspected Privacy and Security violations to his/her supervisor or to the Privacy/Security Officer.

· Reports may also be made to the Conway Regional Regulatory Hotline at xxx-xxxx or tollfree at 1-800-xxx-xxxx; reporting to the Hotline may be done anonymously.

· Conway Regional will attempt to treat such reports confidentially unless the identity of the individual becomes required for a complete investigation to be accomplished.

· No adverse action or retribution of any kind will be taken by Conway Regional against an employee because he/she reports in good faith a suspected Privacy or Security violation.

· Any employee who commits or condones any form of retaliation will be subject to discipline up to, and including, termination

Sanctions

· Employees, agents and/or contractors found guilty of violations of Conway Regional’s Privacy or Security policies/procedures will be disciplined based on the severity of the violation, up to and including, termination of employment or service. Disciplinary action for employees will be in accordance with the health system’s Corrective Action Policy.

· Employees, agents and/or contractors will be informed of the charges against them and will be given the opportunity to state their position before disciplinary action is imposed.
· In addition, managers and supervisors will be held accountable for failure to detect non-compliant behavior when reasonable diligence on the part of the manager or supervisor could have led to the discovery of problems or violations of <Org Name>’s Privacy and Security policies/procedures
In determining the appropriate sanctions to be imposed on Workforce member for violation of Conway Regional’s security policies and procedures, the circumstances of the violation will be considered, including, but not limited to:
· The nature and severity of the violation;

· Whether the violation was intentional or unintentional;

· Whether the violation represented an isolated occurrence or a pattern of unauthorized Use and Disclosure of ePHI;

· Any history of past violations;

· The sanctions imposed for similar violations;

· Whether the employee or non-employee self-reported the violation; and

· The Employee or non-employee member’s willingness to cooperate with investigation of the violation.

Disclosures of PHI that will not Result in Sanctions

Disclosure by Whistleblowers:  Any Disclosure of PHI by a Workforce member, acting as a Whistleblower, to a health oversight agency, appropriate public health authority, or the Workforce member’s attorney will not subject the Workforce member to sanctions for violation of <Org Name>’s privacy policies and procedures, provided the Workforce member in good faith believes that Conway Regional has acted unlawfully, violated professional or clinical standards, or potentially endangered a patient in providing care or service.

Disclosure by Victims of Crime:  A Workforce member will not be subject to sanctions for violation of <Org Name>’s security policies and procedures if the Workforce member is a victim of a crime and discloses to a law enforcement official the following PHI about the suspected offender: 
· Name and address;

· Date and place of birth;

· Social security number;

· ABO blood type and rh factor;

· Type of injury;

· Date and time of treatment; 

· Date and time of death, if applicable; and

· A description of distinguishing physical characteristics, including height, weight, gender, race, hair and eye color, presence or absence of facial hair (beard or moustache), scars, and tattoos.

Other Disclosures:  A Workforce member will not be subject to sanctions for violation of <Org Name>’s security policies and procedures if the Workforce member:
· Files a complaint with the Secretary of DHHS pursuant to the HIPAA Regulations;

· Testifies, assists, or participates in an investigation, compliance review, proceeding, or hearing under Part C of Title XI of the Social Security Act; or

· Opposes any act or practice as unlawful under the HIPAA Regulations, if the Workforce member has a good faith belief that the practice opposed is unlawful, and the manner of the opposition is reasonable and does not involve a Disclosure of PHI in violation of the HIPAA Regulations.

Mitigation

· Any unauthorized release of PHI/ePHI should immediately be reported to the Privacy/Security Office.

· Conway Regional will take steps to mitigate any harmful effect that is known to it by a use or disclosure of PHI/ePHI in violation of its Privacy or Security policies/procedures.

· Mitigation activities will be coordinated by the Privacy/Security Office and the Risk Management Department.
The Security Official is required to document the sanction(s) imposed on a workforce member for violation of <Org Name>’s security policies and procedures and will retain such documentation for six (6) years from the time the document was created or the last date it was in effect, whichever is longer.  



	Definitions

1. Electronic Protected Health Information (ePHI) - Protected health information that is created, received, maintained, or transmitted by electronic means.  

2. Sanction - A penalty, specified by the organization, which acts to ensure compliance or conformity with security policies and procedures. 

3. Security Management Process – the creation, administration and oversight of policies to ensure the prevention, detection, containment, and correction of security breaches. 

4. Violation – An infraction of a security policy, procedure or safeguard that may or may not result in damage to the facility or exposure to liability.
5. Workforce – Employees, volunteers, trainees, and other persons whose conduct, in the performance of work for the facility, is under the direct control of such facility, whether or not they are paid by the facility.

6. Work location – Any location where the information systems or resources of the organization can be accessed, created, received, maintained, or transmitted.



	APPLICABLE DEPARTMENTS:

Any area where computer and/or network equipment is utilized to support day-to-day business operations.  This would include any and all computer/network equipment that accesses, creates, receives, maintains or transmits electronic Protected Health Information (ePHI)


